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ABSTRACT

CCM/CCMP is a two-cycle authenticate and encrypt (AE) mode. One cycle is used to perform confidentiality computations,
and the second cycle is used to compute authenticity and integrity. CCM/CCMP is also a generic composition. CCM/CCMP
is actually made up of two separate modes, CBC-MAC and AES counter mode amalgamated together. Although CCM/CCMP
is an AE mode, it is not an authenticated encryption with associated data (AEAD) mode. Previous research has suggested that
it is a major deficiency for an AEmode not to be anAEAD. Previous critiques of the CCM/CCMP have shown that CBC-MAC
and AES counter mode were poorly amalgamated to create the CCM/CCMP. They also showed that CCMP, which was ratified
by the IEEE 802.11i workgroup in 2003 and implemented inWPA2, has some security issues. It also has somemajor efficiency
and complexity issues. This research work reviewed the current major AE and AEADmodes such as the Galois counter mode,
and the encryption systemwith keyed integrity andmanaged oracle and used critical analysis and statistical analysis approaches
to identify more deficiencies in the CCM/CCMP. Copyright © 2013 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Wired equivalent privacy (WEP) was a breakthrough
invention made by the IEEE in 1997 to provide total
security for the IEEE 802.11 wireless transmissions.
WEP is a stream cipher. This means that data is encrypted
in bits, like a stream. WEP failed to meet all of its security
goals of providing data confidentiality, authenticity and
integrity. WEP had several security issues. Some of the
security issues in WEP stemmed from the fact that its
stream cipher encryption engine, the RC4, was initially
implemented with short keys of 64 bits that could easily
be cracked using free downloadable tools from the Inter-
net. There were also other security issues that stemmed
from the WEP’s reuse of the 64 bits IV as demonstrated
in a famous attack called Fluhrer, Mantin and Shamir
attack. A new security scheme called temporal key integrity
protocol (TKIP) was subsequently developed and adapted by
the IEEE to fix WEP’s security issues. TKIP is also a stream
cipher. It uses 128 bits and 256 bits keys.
Copyright © 2013 John Wiley & Sons, Ltd.
On 24 June 2003, the IEEE 802.11i workgroup replaced
TKIP with the counter with cipher block message authen-
tication code protocol (CCMP) block cipher mode [6,7].
This was deemed a fundamental shift from the use of
stream ciphers to block ciphers. The CCMP was proposed
by Whiting et al. [3] to provide the security goals of
confidentiality, authenticity and integrity, which both
WEP and TKIP failed to adequately provide. Bellare and
Namprepre [9] defined CCMP generic composition as a se-
curity scheme created by amalgamating two separate
independent security algorithms. The CCMP, the IEEE
four-way handshake and the IEEE 802.1X framework are
meant to be the implementation of the robust secure network
(RSN). This is the IEEE 802.11i standard [7,8].

Despite its claim of better security than WEP, TKIP was
a wrapper around WEP and was judged to be complex and
has since been cracked. Not long after the ratification of
TKIP, on 24 June 2003, the IEEE 802.11i workgroup
replaced it with CCMP. This was a major shift from the
use of stream ciphers to a block cipher. The CCMP was
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designed to provide the security goals of confidentiality,
authenticity and integrity, which neither WEP nor TKIP
could securely provide. The CCMP in conjunction with the
IEEE 802.1X framework was meant to be the implementa-
tion of the RSN concept. The RSN is a concept designed
by the IEEE to provide total security at physical, MAC,
network, transport and application layers.

Rogaway [15] in his work on offset code book (OCB)
AEAD mode formalized data confidentiality, authenticity
and integrity as essential cryptographic goals of block
cipher modes such as CCMP, OCB, Carter–Wegman code
(CWC), VMAC-AE, Galois counter mode (GCM) and
encryption system with keyed integrity and managed oracle
(ESKIMO). Authenticate encrypt (AE) block cipher modes
that efficiently implement the triple-security concept of data
confidentiality, authenticity and integrity by pre-processing
the associated data (AD) are called AEAD modes. All
AEAD modes are AE modes, but not every AE mode is
AEAD. CCMP is an AE mode but not an AEAD. It is a
major deficiency for an AE mode not to be an AEAD
mode [14]. Besides not being an AEAD, Junaid et al. [4]
and Rogaway and Wagner [13] showed that CCMP has
some other efficiency, security and complexity issues.
Because CCMP is the core engine of the IEEE 802.11i,
owing to its security issues, research has shown that
CCMP is also not being able to adequately secure the
IEEE four-way handshake.

This paper is organized as follows: In Section 2, we
review previous work and briefly discuss about related
works. In Section 3, we define the problem space with
the respect of CCMP authenticated encryption and decryp-
tion mechanisms. Section 4 shows the parameterization
complexities of the CCMP with respect to variable
message length, nonce size and complexity. Section 5
details the efficiency issues of the CCM/CCMP such as
CCM/CCMP cannot pre-process AAD from MAC protocol
data unit (MPDU) header and random encryption and
authentication. Section 6 shows security flaws of CCM
such as vulnerability, denial of service and birthday colli-
sion. Section 7 presents the statistical analysis of CCMP
and CBA_HMAC, which shows the statistical test suite
of DIEHARD and NIST. Section 8 shows the results and
contribution in this paper. Finally, Section 9 concludes
our contribution in this paper.
2. REVIEW SERVEY AND
RELATED WORKS

Integrity aware parallelizable mode (IAPM) and integrity
aware cipher block chain (IACBC) block cipher modes
have designed by Charanjit Jutla in T. J. Watson Research
Centre at IBM [14]. The IAPM is similar to the AES
counter mode, whereas the IACBC is a parallelizable
version of the CBC-MAC. The former is used for confi-
dentiality, and the later is used for authenticity and
integrity. The amalgamation of these two modes formed
the basis of the AE block cipher concept for achieving data
confidentiality, authenticity and integrity in a single mode.
Whereas Jutla [14] had the honour of being the first
researcher to propose AEAD block cipher modes, their secu-
rity and efficiency were rigorously analysed by Rogaway
et al. [13,15]. Rogaway et al. studied Jutla’s IAPM+ IACBC
and Gligor’s XCBC, and they made some improvements in
security and efficiency and proposed it as OCB and
parallelizable MAC. Parallelizable MAC is a MAC inside
the OCB, and later refined version name is AEM [15,16].
The IAPM, XCBC and OCB patent issues and the potential
security concerns surrounding the CCMP motivated further
research work into the AEAD modes and then new AEAD
mode called the CWC, which is based on universal hash
functions. The CWC computes hashes over GF(2127� 1).
The CWC [17] claims better security and efficiency than
the IAPM, XCBC and CCMP. Our analysis showed that
the CWC mode is good for software implementation but
slow in hardware implementations in high-speed devices.
In our analysis of the CWC, we also observed that the
CWC’s hashing algorithm uses 127-bit integer multiplica-
tion operations whose implementation costs exceed those
of AES counter mode at high speeds, and it has a circuit
depth that is twice that of GCM. The performance inadequa-
cies of the CWC, Viega (co-inventor of CWC) and McGrew
teamed to invent the GCM [18]. The mode encrypts
messages by using AES counter mode and computes the
authentication tag by using GHASH algorithm. GCM claims
better security and efficiency among all the AEAD modes
in public domain. In terms of efficiency, it claims
parallelizability, pipeline ability and encryption speed
beyond the 10Gigabits per second mark. However, in their
critiques, Ferguson [19], Handschuh and Preneel [20],
Joux [21] and Saarinen [22] exposed security and efficiency
weaknesses of the GCM. Black et al. [24] have
proposed the UMAC as Carter–Wegman MAC specific
for computer processors that multiply 32-bit operations
efficiently. Krovetz [25] enhanced the UMAC concept
and proposed the VMAC. Although VMAC-AE claims
better speed than the CCMP, it is specifically designed
for 64-bit architectures [25]. Consequently, it performed
efficiently on 64-bit CPU machines but less satisfactorily
on 32-bit CPU machines. VMAC-AE operates as a full
AEAD mode.

The GCM and VMAC-AE offered a viable option as a
replacement to the CCM/CCMP. Unfortunately, GCM too
has some efficiency and security issues, and VMAC-AE is
solely targeted at 64 bits architecture. This gave more justifi-
cation for the design of the new ESKIMO AEAD mode. In
comparison with the GCM, the ESKIMO fixed GCM’s
efficiency problems by avoiding bit reflectiong and making
ESHASH a stand-alone hash and cutting hashing time by
computing len(A)||len(B) after hashing the AAD rather than
after hashing the ciphertext. ESKIMO also fixed two of
the GCM’s security problems by computing keystream
from IV rather than computing keystream by hashing. The
ESKIMO also used Karatsuba and Ofman [5] algorithm to
fast multiply two random polynomials to compute the hash
tags with no secret key leakage as opposed to multiplying
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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random polynomials using look-up tables as specified in
GCM by McGrew and Viega [18].
3. DEFINING THE PROBLEM SPACE

This section has organized to address CCM/CCMP issues
in the following order: conflicting versions in public
domain, CCM/CCMP parameterization issues, CCM/CCMP
efficiency issues and finally CCM/CCMP security issues. In
this section, we discuss about previous work of CCM/CCMP
models as well as the authenticated encryption and authentic
decryption processes of the CCMP.

To discuss our critique of both CCM and CCMP, it is
necessary to understand how the CCM evolved to become
CCMP. This research critique of the CCM/CCMP begins
with the analysis of the six conflicting versions of the
CCM/CCMP that the research is able to find from the
public domain. Following this analysis, our critique then
discusses parameterization, efficiency and security issues
of the mode. Our critique complements the only other
two critiques of the mode conducted by Junaid et al. [4]
and Rogaway and Wagner [13]. Whiting et al. [1] has
Table I. The original Counter Mod

Name Description

C Block number ‘counter’ within a packet
H Number of cleartext header octets covered by MIC
L Length of the input packet
M Size (in octets) of MIC ‘tag’
N Unique packet number
P Input packet
A Authentication (MIC) value, computed over P
Q Output packet
RA Receiver address
TA Transmitter address
K AES encryption key

Table II. The evolutionary path of Cou

Counter Mode & CBC-MAC CCM

IEEE 802.11-02/001r0 IEEE 802.11
Submitted 15-01-2002 Submitted 5

Parameters
The parameters of this version are too
complex to be inserted here

�=Nonce �

�= {13, 12,
M=Authent
M2 {4, 6, 8
K=Encrypti
K2 {8, 16, 2
L=Length F
L2 {2, 3, 4,
L=1 : Reser
Block ciphe

Only AES using 128 bits key Any 128 bits
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designed Counter Mode & CBC-MAC to compute encryp-
tion on the basis of 128 bits AES, and the specifications are
shown in Table I.

Whiting et al. [2] resubmitted the ‘Counter Mode &
CBC-MAC’ mode with several modifications. Table II
shows the evolutionary path of ‘Counter Mode & CBC-
MAC’ to CCMP, and Table III has shown the comperation
between CCM and CCMP.

As we know, CCM/CCMP is an amalgamation of
two modes, the AES counter mode and the cipher block
chain MAC (CBC-MAC) mode. The counter mode is used
to perform encryption to guarantee data confidentiality.
CBC-MAC is used to achieve data authenticity and
integrity [1–3]. CCM/CCMP is a two-pass AE mode. This
means it performs authentication in one cycle and encryption
in the second cycle. In early generic-composed two-pass AE
modes, two keys are used. One key is used for encryption to
guarantee confidentiality, and the other key is used for
authenticity and integrity [4]. CCM/CCMP uses a single
128bits key to achieve all three security goals of confidenti-
ality, authenticity and integrity. CCM/CCMP requires a new
encryption key K for each session. It also requires a unique
nonce value N for each MPDU encrypted. The nonce N
e & CBC-MAC specification.

field size Comments

16 bits
8 bits Up to 255 header octets allowed
16bits Packet size up to 64K octets
5 bits Recommended value: M=8
32bits Similar to the WEP IV
L octets Octets p[0], p[1], . . ., p[L� 1]
M octets Octets a[0], a[1], . . ., a[M� 1]
L+M octets Octets q[0], q[1], . . ., q[L+M� 1]
48 bits Octets RA[0], . . ., RA[5]
48 bits Octets TA[0], . . ., TA[5]
128 bits Octets k[0], k[1], . . ., k[15]

nter Mode & CBC-MAC to CCMP.

(version 2) CCMP (version 3)

-02/001r2 IEEE 802.11-02/001r2
-03-2002 Submitted 28-05-2002
in bytes
= (15� L) bytes �=Nonce �= (15� L) bytes
11, 10, 9, 8, 7} �= {13, 12, 11, 10, 9, 8, 7}
ication Field M=Authentication Field
, 10, 12, 14, 16} M=8
on Key K=Encryption Key
56} K=16
ield L=Length Field
5, 6, 7, 8} L=2
ved L=1 : Reserved
r type
block cipher Only AES using 128 bits key



Table III. The differences between CCM and CCMP modes.

S. No. CCM CCMP

1 Generic Specific
2 Uses any block cipher Uses only AES at 128 bits
3 M=Authentication Field in bytes M=Authentication Field in bytes

M2 {4, 6, 8, 10, 12, 14, 16} M=8
4 K=Encryption Key in bytes K=Encryption Key in bytes

K2 {8, 16, 256} K=16
5 L=Length Field in bytes L=Length Field in bytes

L2 {2, 3, 4, 5, 6, 7, 8} L=2
L=1 : Reserved L=1 : Reserved
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ensures that the lifetime of encryption keys K are longer and
that any replay attacks are detected and thwarted. N is
13 bytes in size and is constructed from the 48bits packet
number (PN), the 48 bits destination IP address (A2) and
the 8 bits priority.

CCM/CCMP uses another type of nonce, �, which is
defined as a member of a set of bytes �2 {13,12,11,10,9,8,7}.
This nonce is used to determine the maximum message
size that can be encrypted. Whereas the packet number
PN is automatically generated by the IV, a user has to
define a value for � before encryption commences.
Whereas PN and N are related, N and � are not related.
The size of � is however directly related to another parameter
called the message length field l, where � =15� l. In fact in
CCM, l is a member of a set of bytes l2 {2,3,4,5,6,7,8}.
However, in CCMP, l has a fixed value of l= 2.

3.1. CCMP authenticated encryption

To further help understand the CCMP/CCMP architecture
and operation, its authenticated encryption process is
discussed here. CCM/CCMP authenticated encryption
process is called CCM originator processing. The process
begins by using variant of CBC-MAC as described in
Section 3 to compute the MIC tag from the plaintext
MPDU, the AAD and the nonce. The MIC tag is then
appended to the MPDU and the two are subsequently
encrypted using the counter mode. CCMP does not require
a separate process for decryption. Decryption is deemed
completed when the MIC tag is verified without error by
the party doing the decryption. In CCM, a user can select
a MIC tag value from a range of t2 {4,6,8,10,12,14}
bytes. CCMP however has fixed MIC tag t= 8. To perform
authenticated encryption, CCM/CCMP needs five inputs,
which are outlined as follows:

(1) 128 bits encryption key K. This key is derived
during the IEEE four-way handshake.

(2) Nonce N is 13 bytes in size and is constructed from
the 48 bits packet number (PN), the 48 bits destina-
tion IP address (A2) and the 8 bits priority.

(3) Plaintext M is the MPDU and is 1–2296 bytes long.
This excludes the 8 bytes MIC tag and the 8 bytes
MPDU header.
(4) The AAD is the additional authenticated data and is
derived from the MPDU header. It is 22–30 bytes in
size. It is made from frame control, IP address of
source, IP address of destination, MAC address of
source and quality control.

(5) A user has to define a value for the variable nonce �
before encryption commences. This important
requirement is however not mentioned in the IEEE
Standard [4]. However, all software and hardware
implementers of the CCM/CCMP are aware of this
point.

Following IEEE Computer Society [2004: 7], once the
aforementioned five inputs are ready, the authenticated
encryption process commences using the steps outlined in
the following and depicted in Figure 1.

(1) The packet number PN is incremented so that each
MPDU is allocated a fresh packet number. No packet
number is repeated for the same encryption key.

(2) Data in fields from the MPDU header are used to
construct the AAD. The data in these fields may
change when an MPDU is being re-transmitted.
A new AAD is constructed for every MPDU
transmitted.

(3) The 13 bytes nonce N is constructed from the 48 bits
PN, 48 bits destination IP address A2 and the 8 bits
priority field of the MPDU header.

(4) A new PN and key ID are used to construct the
CCMP header.

(5) The encryption key K, AAD, nonce and plaintext
data M are used to compute the ciphertext C and
the MIC tag. The ciphertext is computed using algo-
rithm 4. The MIC tag t is calculated using algorithm
3. The ciphertext and MIC tag are encapsulated and
transmitted as authenticated encrypted data.

Figure 1 shows how the aforementioned five steps of
authenticated encryption (CCM originator processing) are
implemented to generate the ciphertext and the MIC tag
t, which are then encapsulated and transmitted to the
receiver. Figure 2 below shows the authenticated encrypted
MPDU, authenticated MPDU and CCMP headers as
obtained from the aforementioned originator processing.
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Figure 1. CCMP authenticated encryption (IEEE Computer Society 2004: 58).

Figure 2. CCMP authenticated encrypted MPDU (IEEE Computer Society 2004: 58).
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3.2. CCMP authenticated decryption

For the CCMP authenticated decryption process to com-
mence, five inputs are needed similar to authenticated
encryption process but with few differences as outlined
in the following:

(1) 128 bits encryption key K as derived previously.
(2) 13 bytes nonce N as derived previously.
(3) Encapsulated MPDU 1–2296 bytes long. This

excludes the 8 bytes MIC tag and the 8 bytes MPDU
header.

(4) The AAD, 22–30 bytes as derived previously.
(5) The variable nonce � as derived previously.

Once the aformentioned five inputs are in place, the CCMP
authenticated decryption process commences as follows:

(1) The encapsulated MPDU is stripped of MPDU and
CCMP headers.

(2) New AAD is constructed from the stripped MPDU
header.

(3) Nonce N is constructed from PN, A2 and priority.
(4) TheMIC tag t is removed from the encryptedMPDU.
(5) The encryption keyK, nonceN and encryptedMPDU

are computed to generate the plaintext MPDU. This
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
computation is carried out by encrypting the encrypted
MPDU. The encryption key K, nonce N and new
AAD from step 2 are computed to generate a new
MIC tag t00. The two MIC tags are then compared to
verify authenticity and integrity of the AAD and the
encrypted MPDU. The process is deemed successful
if t= t00; otherwise, a FAIL message is displayed.
CCMP does not require a separate process for decryp-
tion. Decryption is deemed completed when the MIC
tag t is verified without error.
4. PARAMETERIZATION
COMPLEXITIES IN CCMP

Our understanding is that CCMP is actually not a protocol in
the true cryptographic sense. It is in fact a mode of operation
of the AES counter mode and the CBC-MAC. It should
therefore have been called counter with cipher block chain
message authentication mode (CCMM). IPSec, SSL/TLS
and 802.1X are good examples of cryptographic protocols.
Following Junaid et al. [4] and Rogaway and Wagner [13],
in this section, the critical analysis of complexity issues, such
as variable message length, relationship between variable
message length and maximum message size and complexity
of the triple nonce is discussed. Where possible, we tried to
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make a clear distinction as to whether a particular critique is
targeted at CCM or CCMP or both.
4.1. Variable message length field (l) and
maximum message size

Most AEAD modes have few parameters to be defined
as opposed to 4 in CCM/CCMP. The variable MIC tag
t2 {4,6,8,10,12,14,16} bytes and the message length field
l2 {2,3,4,5,6,7,8} bytes are two of them. It is confusing
that in CCM/CCMP t has a range of 4–16 bytes. It is also
confusing that l has a range of 2–8 bytes. And worst still is
the fact that l has a direct relationship with the variable
nonce � in the following equation (� = 15� l). Ironically,
it is l that determines the maximum message to be
encrypted.

Table IV shows the relationships between the size of the
message length field l, the variable nonce � and maximum
message size |M|. Note that as l increases, the variable
nonce decreases. Also note that as the maximum message
increases, the nonce size decreases. A user is forced to
make a trade-off between � and |M|. The implication of this
complexity and deficiency is discussed in the next section.
4.2. Nonce (�) size and maximum
message size

In cryptography, the nonce in the form of IV is used to
ensure that during an encryption session, no key is reused
during its lifetime under that session. This provides protec-
tion against many attacks; some of which are man-in-
middle (forgery) attacks. The longer the length of the
nonce, the better protection it provides for data integrity.
It has to be pointed out that the variable nonce � in this
context is not used for protecting the encryption keys. It
is understood that its purpose is to determine the maximum
message size to be encrypted. Nonetheless, the nonce size
in bits = 8 * � has an uncomfortable relationship with the
maximum message size |M|. It is inversely proportional to
it. This means that the bigger the nonce size, the smaller
the message size to be encrypted. The user is forced to
make a trade-off between the two parameters. We observed
that this nonce is completely missing from CCM/CCMP
specification in IEEE Standard 2004 [4].
Table IV. The relationship between lambd

Lambda l in bytes Nonce �=15� l Nonce 8

2 13 1
3 12
4 11
5 10
6 9
7 8
8 7
In a hypothetical scenario, assuming the nonce is used for
encryption keys protection, this would have meant that the
longer the nonce, the lesser the protection for data integrity.
It is clear that there are other implications that arise from
the complexities of the length of the message length field
and the relationship between maximum message size and
the nonce issues. These complications will manifest in the
efficiency of the algorithm and hardware implementation.
4.3. Complexity of the triple nonce (PN,
N and h)

In all the AEAD modes that this research is aware of, the
designers make use of only one type of nonce. This is
not the case in CCM/CCMP where the user is forced to
deal with three types of nonce. Refer to Figure 3, the
48 bits packet number PN is generated by the IV. A user
has to define a value for � before encryption commences.
Whereas PN and N are related, N and � are not related.
The size of � is however directly related to another param-
eter called the message length field l, where �� 15 = l. In
fact, l has fixed values of l2 {2,3,4,5,6,7,8} bytes. CCMP
has fixed l= 2, whereas CCM does not have.

The difficulty of the triple nonce is discussed further.
Reference to the authors’ six submissions is needed again
for this analysis [1,2,3,7,9,11]. The nonce is referred to
as N and has a range of 15–L. This research has identified
it as the variable nonce � = 15� l.

Refer to IEEE Standard [7], it clearly states that the
nonce required for CCM originator processing to begin is
the 13 bytes nonce, which this research identified as the
real nonce N. This particular nonce is computed as follows:
N= Priority||A2||PN. This nonce is also not clearly identi-
fied [13]. There is however a reference to 48 bits IV, in
which this research has identified as the 48 bits packet
number PN.

The hallmark of a good cryptographic security scheme
is having a simple clean design with fewer parameters.
With fewer mathematical operations to be carried out on
fewer parameters, this makes efficiency attainable in both
software and hardware implementations. A single extra
parameter added to the algorithm of a security scheme
could in the long run cost millions of pounds in additional
cost of ASICS in hardware implementation. Table V
shows summary of CCMP nonce complexity compared
a, nonce and maximum message size.

* l in bits Maximum message size in bytes |M| = 256l� 1

04 216� 1=65 535
96 224� 1=16 777 215
88 232� 1=4 294 967 295
80 240� 1=1 099 511 627 775
72 248� 1=281 474 976 710 655
64 256� 1=72 057 594 037 927 935
56 264� 1=18 446 744 073 709 551 615

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Figure 3. The comparison between CCM payload with and without excess AAD.

Table V. CCMP nonce complexity compared with other AEAD modes.

Mode Scheme Nonce Other nonce

CCMP AE 48bits (PN) N=13bytes, �2 {13,12,11,10,9,8,7} bytes
CWC AEAD 88bits IV None
OCB AEAD 128bits IV None
GCM AEAD Variable None
ESKIMO AEAD 128bits IV None
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with other AEAD modes such as the CBC-HMAC, CWC,
OCB, GCM and ESKIMO.
5. EFFICIENCY FLAWS INCCM/CCMP

5.1. CCM/CCMP cannot pre-process AAD
from MPDU header

Following Rogaway and Wagner [13], refer to IEEE Stan-
dard 2004 [7], for every MPDU encrypted, CCM/CCMP
generates an 8 bytes header, the CCMP header. The CCMP
header is made of 48 bits nonce PN, 8 bits key ID and 8 bits
ext IV. CCMP also generates AAD from the MPDU header.
Refer to Figure 3, which shows that the AAD is constructed
from the MPDU header. In normal scenarios, the AAD
remains constant for the duration of an encryption session.
CCMP should be able to pre-process the AAD just once, at
the beginning of the first MPDU processed, so that all other
subsequent MPDUs that follow will use the same AAD data
to maintain efficiency. CCMP however fails to do this.
CCM/CCMP has to re-process the AAD for every MPDU
encrypted. This is because it computes the nonce N before
the AAD rather than after it. Having established the
desirability of an AE scheme such as CCM/CCMP to be
AEAD, the next step is to show how much efficiency is
lost by CCM/CCMP for failing to pre-process the AAD.
An MPDU varies in size between 1 and 2296 bytes. The
number of MPDUs MPDUN in a payload ≥2296 bytes
can be calculated. Mp = Payload≥ 2296.

MPDUN ¼ Mp

2296

l m
(1)
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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Following IEEE Standard 2004 [7], the AAD is
30 bytes; this means that for every 2296 bytes of payload
that goes through the CCM originator processing, some
extra data of at least 30 bytes have to be recalculated by
the CCMP process. An MPDU may however be far less
than the 2296 bytes. Regardless, the problem of CCM/
CCMP not being able to pre-process AAD will still mani-
fest itself as 30 bytes of AAD has to be generated for any
MPDU to be encrypted. For any given size of plaintext
payload≥ 2296 bytes to be encrypted, the minimum
amount of extra AAD overhead in bytes can be calculated
as follows:

AADMin ¼ Mp

2296
þ 1

� �
� 30 bytes (2)

Equipped with the minimum amount of extra AAD
from any payload≥ 2296 bytes, a table and a graph are
produced, which shows how much efficiency is lost by
CCMP for having to re-calculate surplus AAD. Table VI
shows the relationship between payload with and without
surplus AAD. In this example, payload sample sizes
between 1Megabyte and 100Megabytes are used where
payload with AAD is defined as follows:

PþAAD ¼ Mp þ Mp

2296
þ 1

� �
� 30 bytes

� �
(3)

Having established a link between CCM/CCMP pay-
load with excess AAD and payload without excess AAD
from Table VI, the next task is to plot two separate graphs,
which show the difference in efficiency between the two



Table VI. The relationship between payload with and without excess AAD.

Mp = payload
1 024 000
bytes

5 120 000
bytes

10 240 000
bytes

51 200 000
bytes

102 400 000
bytes

AAD (bytes) 30 30 30 30 30
Payload without excess AAD P�AAD=MP +AAD (bytes) 1 024 030 5 120 030 10 240 000 51 200 030 102 400 030
Payload including excess AAD P+AAD= (Equation 3.3)
(bytes)

1 037 410 5 186 929 10 373 828 51 869 020 103 738 009
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scenarios. Figure 3 shows the comparison between
payloads with excess AAD overhead against the original
payload before encryption. Notice that the payload with
excess AAD overhead is far less efficient because of the
huge excess baggage.

5.2. CCM/CCMP cannot perform random
encryption and authentication

Following Bellare et al. [23] and McGrew and Viega [18], it
is becoming increasingly desirable that among other fine
qualities, a MAC scheme or an AEAD scheme is able to per-
form random authentication. Following Bellare et al. [23],
random encryption is defined as the ability of a MAC or
block cipher to perform authentication or encryption
randomly on blocks of plaintext data without following a
mandatory sequence of the plaintext blocks. Refer to
Section 3.1 for the detailed diagram of MIC calculation
in CCMP. The diagram shows that CCMP cannot perform
random authentication without losing security because of
the sequential and non-incremental nature of the MIC tag
calculation.

The diagram in Section 3 shows that the plaintext blocks
4 cannot be authenticated until blocks 3, 2 and 1 are authen-
ticated in the right sequence. This is a major impediment. A
real-life scenario is the need to authenticate domain name
service (DNS) data. The DNS is the backbone of the Internet.
It is primarily used for reconciling millions of IP addresses
with their respective domain names every second. The
DNS is made of several root servers and top domain name
servers, which are all interconnected but are scattered around
the world. This makes the DNS one of the largest distributed
dynamic databases in the world. Whereas a random MAC is
perfectly suited for authenticating DNS data, the CCM/
CCMP will be obsolete.

The mathematical computation of random authentica-
tion is discussed as follows: Let EK be a pseudo-random
function (underlying block cipher), which uses key k for
encryption. Let M be the plaintext message to be authenti-
cated, which can be parsed into m blocks, where M=M1||
M2||M3||Mn� 1||Mn with |Mi| = l, where l is the size of the
underlying block cipher. Let <i> denote the block index
i2 {1, . . .,n} in binary. Bellare et al. [23] defined a random
MAC, called XOR-MAC, in three steps as follows:

(1) Select a random string of data r from plaintext M.
(2) Compute z =Ek(0||r)�Ek(1||h1iM1)�Ek(1||h2iM2)

�Ek(1||h2iMn).
(3) The MIC tag t for M is the pair (r, z). Sender trans-
mits (M,t).

In the aforementioned scheme, MIC verification occurs
even when the message blocks Mi are stored randomly or
arrive in a random fashion. The only requirement is that
Mi has to arrive with its index i. MIC is verified when z0 = z.
Whereas CCMP is not capable of performing random
encryption and authentication, AEAD schemes such as
GCM and ESKIMO are.
6. SECURITY FLAWS IN CCM

There are insecurity issues stemming from the complexi-
ties of CCM/CCMP parameters and poor amalgamation
of AES counter mode with the CBC-MAC. In this section,
these security issues are discussed and concluded with
potential distributed denial of service attack (DoS), which
may stem from the use of lambda l= 1 and the use of
variable MIC tag t.

6.1. Security vulnerability of message of
variable length

Following Rogaway and Wagner [13], CCM has security
issues, and some of them are stemming from the poor
amalgamation of AES counter mode with CBC-MAC.
CBC-MAC is secure for messages of fixed size. Bellare
et al. [23] however showed that CBC-MAC is not secure
at all for messages of variable sizes. This insecurity is
inherently tied with the CCM. This insecurity is however
fixed in CCMP.

6.2. Denial of service attack due to
lambda l=1

Both CCM and CCMP are susceptible to DoS when l= 1.
Even though lambda l= 1 is reserved in both modes, the
user has to define l before the CCM originator process
begins. Refer to Table VII for the different values of l.

It is seen from Table VI that when l= 1, the maximum
message size is just 255 bytes. This is almost 10 times
smaller than the biggest MPDU (2296 bytes). In this
section, it is argued that this deficiency is a security threat
and can lead to DoS attack on software implementation of
both CCM and CCMP modes. This hypothetical attack is
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Table VII. The extended version of Table IV, which includes l=1.

Lambda l in bits Nonce �=15� l Nonce 8 * � in bits Maximum message size in bytes |M| = 256l� 1

1 14 112 28� 1=255
2 13 104 216� 1=65 535
3 12 96 224� 1=16 777 215
4 11 88 232� 1=4 294 967 295
5 10 80 240� 1=1 099 511 627 775
6 9 72 248� 1=281 474 976 710 655
7 8 64 256� 1=72 057 594 037 927 935
8 7 56 264� 1=18 446 744 073 709 551 615
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stemming from reverse software engineering of the CCM/
CCMP binary code.

Attack scenario: a CCM/CCMP user’s PC gets hijacked
by an intruder. The user, unaware of intrusion, starts
encryption. The intruder hijacks the session and forces
the value of l= 1 through reverse software engineering
process. It is well know in ethical hacking and computer
forensics that such reverse software engineering attacks
do exist. CCM originator processing continues but at a
significantly slow pace because at l= 1, the maximum
message size than can be encrypted at a time is 255 bytes.
Assuming this is a mission critical operation of life and
death situation, the end result is a disaster. This research
argues that it is a bad security design idea to leave such a
potent threat as a component of a security scheme.
6.3. Birthday collision attack due to variable
MIC tag in CCM

The birthday collision paradox is derived from the statisti-
cal fact that after ο

ffiffiffiffi
N

p
selections with replacement in a

group of elements as small as N= 23, there is a 50%
probability that an element will be drawn twice, assuming
that the selection was carried out randomly. In cryptogra-
phy, the birthday paradox actually holds and is used to
calculate the probability of collision in one-way hashing
functions. The birthday collision attack can be extended
to attack CCM’s variant of the CBC-MAC. If the adversary
attacking the CBC-MAC MIC tag t is some random
oracle, the security of the MIC tag t and its resistance to
attacks birthday collision attacks mounted by the random
attack oracle can actually be measured.

One major security problem of using variable MIC tag
in CCM is that a sender may process a message by using
fixed MIC tag say t1; however, the recipient of that
message can accept it using another MIC tag t2 as long
as |t1|≤ |t2|. Rogaway and Wagner [13] in their critique
of CCM discussed this point. Unfortunately, this research
believes that their explanation on this point was inadequate
and had an error. They implied that in CCM, the ciphertext
is of the form C||t. This is not correct.

According to Bellare and Namprepre [9], CCM is a
MAC-then-encrypt scheme. They defined MAC-then-
encrypt scheme asEK(M||t(M)). According to their definition,
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
C||t would translate to encrypt-then-MAC, which is not what
CCM is. Preneel et al. [26] on the security of iterated MACs
showed that a data collision, hence MAC forgery attack, is
possible after 2n/2 attempts, where n is the size of the
MIC tag t in bits. With the understanding that CCM is a
MAC-then-encrypt scheme, let Ek be a pseudo-random
function of underlying block cipher, which uses key k
for encryption. An attack scenario is discussed in the
succeeding texts.

Attack scenario: let a legitimate message to be authenti-
cated and encrypted by a CCM user be Ml and a fraudulent
message generated by the attack oracle be Mf where Ml 6¼
Mf. Let the attacker modify Ml with a message Δ such that
Ml�Δ=Mf. Let the MIC tag generated from Ml be tl = h
(Ml). Let the ciphertext generated be Cl =Ek(Ml||tl). Let
the MIC tag generated from Mf be tf= h(Mf). The attacker
then mounts the attack in the following sequence:

(1) User generates one legitimate message Ml. User
then calculates a corresponding MIC tag tl = h(Ml).

(2) User appends MIC tag tl= h(Ml) to the legitimate
message Ml and encrypts both to produce a cipher-
text Cl =Ek(Ml||tl).

(3) Attacker generates 2n/2 number of Mf fraudulent
messages with corresponding MIC tags tf= h(Mf).

(4) Attacker tabulates and compares tf = h(Mf) and tl =
h(Ml). After 2

n/2 searches and comparisons, attacker
would be able to find one occasion, which is the ith
position in the search sequence, where tif ¼ tl:

(5) Equipped with the pair of tif ;Mf

	 

, the attacker is

able to mount all kinds of forgery attacks on the
legitimate user.

Using a CCM MIC tag of 4 bytes, which is 32 bits,
the attacker is guaranteed of a birthday collision after
2n/2 = 216 = 65 536 searches. This means that the attacker
needs to generate 65 536 variants of the forged MIC tag
tf = h(Mf), and one of them will be accepted by the recipi
ent as legitimate, despite the fact that the user computed
tl = 16 bytes and the attacker used tf = 4 bytes.

Note that this attack is not feasible during an online
encryption. This is because of the time factor needed to
produce 216 variants of the tf = h(Mf). In any case, CCM
is not capable of online processing. This research agrees
with Rogaway and Wagner [13] on this issue that ‘the
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MIC tag should be fixed at key negotiation time bound
securely to the key and that only a single MIC tag should
be acceptable by the recipient of a message’. Hence,
CCMP uses a fixed MIC tag of 8 bytes.
7. STATISTICAL ANALYSSIS OF
CCMP VERSUS CBC-HMAC

Randomness is a probabilistic feature. There are means
through which the properties of a random sequence can be
described and analysed using the theory of probability. There
are two types of randomness, true randomness and pseudo-
randomness. The main difference between the two is that
true randomness uses entropy as a source, whereas pseudo-
randomness uses some deterministic algorithm to generate
the numbers. In other words, true randomness has no predict-
ability, no dependencies and no periodicities.

Regardless of these differences, randomness and pseudo-
randomness have been used in many applications such as
cryptography, simulation, game theory and sampling. Statis-
tical test methods have been widely used to test the random-
ness in the applications mentioned earlier. Bellare et al. [23]
used the DIEHARD statistical tests to test the pseudo-
randomness of RSA’s BSAFE and JSAFE pseudo-random
number generators, which are used in commercial crypto-
graphic applications. The statistical results showed that both
BSAFE and JSAFE have suitable properties to be used as
strong commercial pseudo-random number generators.

The American National Institute of Standards and
Technology used statistical analysis tools made of 18
tests to select the Rijndael block cipher to replace the
3DES [15]. The statistical test results showed that
Rijndael was a better pseudo-random number generator
when compared with eight other block ciphers. Subse-
quently, it was adapted as the AES block cipher. The use
of statistical analysis in analysing cryptographic systems
can therefore never be over stated.

Bellare et al. [23] used DIEHARD statistical tests to test
the random distributions of ‘0’s and ‘1’s in ciphertext gen-
erated by 3DES, AES-256, Serpent-256 and Blowfish-448.
He used a simplified graphical method to interpret the sta-
tistical test results on the basis of 50%–50% distribution of
‘0’s and ‘1’s. He used p-values from each test to plot
graphs divided horizontally into Fail, Doubt and Safe
regions. The results showed that AES-256 and Blowfish-
448 had better distribution of p-values in the Safe region.
This result partly agrees with NIST [18] statistical test that
showed AES is a better PRP.

Our task in this statistical analysis is to test and show how
good CCMP and CBC-HMAC are as pseudo-randomness of
the function (PRF). We have already discussed in Section 2
that a family of function is defined by F : {0, 1}K� {0, 1}L

{0, 1}l, where K is the secret key, L is the length of input
data, l is the length of output data, {0, 1}L is the domain
and {0, 1}l is the range. The PRF is its inherent crypto-
graphic quality to thwart an attack oracle to distinguish
random instances of {0, 1}K or random instances of domain
{0, 1}L from the range {0, 1}l. When plaintext data is
encrypted by a PRF, the ciphertext generated is a jumbled
up distribution of ‘0’s and ‘1’s. This distribution should be
50%–50% for any good PRF.

It is a fact that theoretical analysis of PRF is a partial
method of proving security, especially in complex crypto-
graphic PRF [15]. No one can guarantee the security of any
given algorithm using theoretical analysis such as provable
security bound arguments. Nonetheless, most cryptanalytic
attack traces on encryption systems stem from theoretical
analysis and exploitation of conceived weaknesses using
statistical methods as demonstrated by cyclic attack on
GCM by Saarinen [22].

Every statistical analysis test is a simulation. If carefully
designed and implemented, a particular test has the potential
to cover a wide area of simulation problems and expose
efficiency and security issues that may never have been
known or picked up during a theoretical analysis. Statistical
tests such as this one treats the CCMP and CBC-HMAC
encrypted samples as black boxes. This makes it possible
to observe the performance of smaller or larger parts of the
sample tested. Statistical analysis test is therefore indispens-
able. The fact remains true that the quality of prediction in
statistical analysis tests remains credible on most occasions.
If this is the case, a credible scientific approach to analysing
a PRF or a security mode that has PRF components such as
the CCMP and CBC-HMAC is to use both theoretical
and statistical analysis methods in a triangulation process
as adapted in the course of this research.

7.1. Selecting statistical test tool: DIEHARD
versus NIST statistical test suite

Selecting one statistical test suite over the other for this
statistical analysis involved several considerations such as
ease of use, minimal requirement of computing power
and accuracy and ease of interpretation of the test results.
Despite its bulky and complex documentation, the NIST
test suite is well conceived and is being widely used.
However, its inability to comfortably process files larger
than 1Megabyte without big computing power is one
substantial drawback.

To produce a credible statistical test result, this research
needs to use a sample data much bigger than the 1Mega-
byte that the NIST test suite is able to handle easily.
Following several dry-run tests, this research discovered
that the DIEHARD test suite adequately processed the
17Megabytes sample data file that was encrypted sepa-
rately using CCMP and CBC-HMAC. NIST test suite on
the other hand crashed several times when trying to pro-
cess any encrypted sample data greater than 1Megabyte.
This ultimately tilted the balance in favour of DIEHARD
statistical tool.

The DIEHARD has 18 statistical tests. Each of the 18
tests generates some p-values. These p-values vary between
tests (Marsaglia 1997). Each of the 18 tests is actually a test
for 50%–50% random distribution of ‘0’s and ‘1’s in
the given sample data. Some tests generate more than one
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
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p-value. In such tests, a KSTEST is run on these p-values to
yield a single p-value to represent that particular statistical
test. The 18 DIEHARD tests vary in their importance and
hardness for test of randomness. This means some tests are
deemed more important than others. Figure 4 shows the
DIEHARD architecture as implemented in this research,
and Table VIII shows the 18 DIEHARD statistical tests
and their respective p-values. Six of the tests have chi-square
test carried out to compute their p-value. Six tests have
KSTEST carried out on their p-values [1] and [2].

7.2. Selecting test data

A 17-Megabyte file, oracle.log, which was automatically
generated during the rebuilding of a research computer,
was used as the sample data. The file was separately
encrypted by CCMP and CBC-HMAC. The resulting
ciphertexts, oracle.ccmp and oracle.cbc-hmac were fed
into the 18 DIEHARD statistical tests to yield report.ccmp
Figure 4. DIEHARD statis

Table VIII. DIEHARD 18 statist

Diehard test

01 Birthday spacing test
02 Overlapping 5 permutation test
03 Binary rank test 31� 31 matrices
04 Binary rank test 32� 32 matrices
05 Binary rank test 6� 8 matrices
06 Bit stream test
07 The OPSO
08 The OQSO
09 The DNA test
10 Count the 1 s test on stream of byte
11 Count the 1 s test for specific byte
12 The parking lot test
13 The minimum distance test
14 The 3D spheres test
15 The squeeze test
16 The overlapping sums test
17 The runs test
18 The craps test
Total number

Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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and report.cbc-hmac. Each of these reports yielded 234
p-values. The p-values yielded in the report.ccmp and
report.cbc-hmac were a measure of the random distribu-
tion of ‘0’s and ‘1’s in oracle.log after it was encrypted
by CCMP and CBC-HMAC.
7.3. Significance level (a)

Bellare et al. [23] defined a as the probability of rejecting
a null hypothesis while it is true. This is also called type
I error. Assuming one is testing for PRF in a security
mode, a is the probability that the test will show negative
results despite the fact that the mode is truly PRF. In other
words, a is the smallest pre-determined value below which
a null hypothesis is rejected. In this type of statistical
test, a is usually pre-determined in advance of conducting
the test. Typical a values vary between 0.01 and 0.30.
For this test, a is carefully set at 0.05.
tical test architecture.

ical tests and their p-values.

p-values chi-square test KSTEST

9 √
10 √

1 √
1 √

25 √
20
23
28
31
2 √

25 √

10 √
20 √
20 √
1 √
2
4
2 √

234 6 6
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7.4. p-value

Johnson [27] defined p-value as the probability that the
null hypothesis (denoted H0) is true. He argued that this
interpretation of the p-value is the most accurate, as it
directly addresses the researcher’s point of interest. How-
ever, Johnson’s interpretation of p-value has been refuted.
Johnson et al. [27] argued that there is nothing random
about whether a null hypothesis is true or false. They
asserted that the randomness is in the test data itself. This
research defines p-value as the measure of strength of
evidence observed in the test data against the H0. The
p-value is related to both H0 and a The H0 is accepted
if p-value≥ a and is rejected if p-value< a.

7.5. Confidence level

Johnson [27] suggested that confidence level provides
more information than p-values. Johnson [27] argued
that ‘A confidence interval provides both an estimate
of the effect size and a measure of its uncertainty’.
Following Jonsson et al. [27], for this statistical test,
the confidence level is computed as follows: (1� a) *
100%= (1� 0.05) * 100%= 95%.

7.6. Null and alternative hypotheses

Null hypothesis (H0) is defined by Bellare et al. [23] as
the assertion about the statistical distribution of one or
more variable in a given sample data. Testing the null
hypothesis is a procedure of observing values of the
random variables of the sample data, which leads to either
accepting or rejection of the null hypothesis. In this statis-
tical analysis of CCMP and CBC-MAC, the research is
testing (H0), the CCMP is a better PRF than CBC-HMAC.

Alternative hypothesis (Hi) is defined by Bellare et al.
[23] as the alternative assertion about the statistical
distribution of one or more variables in a given sample
data. It is expected to be true if null hypothesis fails.
Following Jonsson [27], for this statistical test, the alterna-
tive hypothesis (Hi) is that CBC-HMAC is a better
PRF than CCMP.

7.7. Pass and fail criteria

It is has already been mentioned that the 18 DIEHARD
statistical tests that generated the p-values are actually
testing for 50%–50% distribution of ‘0’s and ‘1’s in the
17-Megabyte sample data encrypted separately using
CCMP and CBC-HMAC. This means for the purpose of this
research’s statistical analysis of CCMP and CBC-HMAC,
the ideal distribution of the generated p-values should be
approaching the 0.5 or 50%mark, as opposed to approaching
100% mark in normal statistical tests. Following Bellare
[23] and Bellare [9], who used similar approach, this
forms the first basis for defining the pass and fail criteria
and the interpretation of our test results.
The second basis for determining the pass and fail
criteria is the significance level, which is set at 0.05
(5%). It gives confidence level of (1–0.05)*100%= 95%.
Each set of 234 p-values is plotted into a graph. Each graph
is divided horizontally into five key zones as follows: (i)
p-values below the 0.05 significance level are in the fail
zone and deemed to have failed the test. (ii) Similarly,
p-values over 0.95 are above the confidence level and are
therefore deemed to have failed the test. (iii) The p-values
between 0.05 and 0.4 are in the satisfactory zone and thus
acceptable. (iv) Similarly, p-values between 0.6 and
0.95 are deemed satisfactory and thus acceptable. (v)
The p-values between 0.4 and 0.6 are in the ideal zone. They
are approaching the ideal 50%–50% expected distribution of
‘0’s and ‘1’s for good pseudo-random function.

7.8. Interpreting test results

The criteria used by this research for interpreting result are
accuracy and simplicity. Following Bellare [23], it is judged
that the simplest and most accurate way to present the results
is through the use of graphical representation of all the
p-values derived from the statistical tests. The 234 p-values
from each test were used to plot the graphs shown in
Figures 5–8. The number of p-values for both CCMP and
CBC-HMAC in the fail, satisfactory and ideal zones were
counted (Table IX). Referring to Figure 5, CCMP showed
11 p-values in the fail zone above the 0.95 confidence level
and five p-values in the fail zone below the 0.05 significance
level. There are 28 p-values in the ideal zone.

Referring to Figure 6, the distribution of 1� (p-values)
is the same as those in Figure 5 except that they are in a
mirror reflection. There are five 1� (p-values) in the fail
zone above the 0.95 confidence level and 11 1� (p-values)
in the fail zone below the 0.05 significance level. The
number of 1� (p-values) in the ideal zone remained the
same at 28. Figure 6 shows the CCMP 1� (p-values)
distribution plotted using 234 p-values. Note that Figure 6
is a mirror reflection of Figure 5.

Referring to Figure 7, CBC-HMAC showed 12 p-values
in the fail zone above the 0.95 confidence level and 12
p-values below the 0.05 significance level. There are 47
p-values in the ideal zone. The CBC-HMAC p-values
distribution plotted using 234 p-values.

Figure 8, shows the CBC-HMAC 1� (p-values) distri-
bution plotted using 234 p-values. Note that Figure 8 is a
mirror reflection of Figure 7.

Over all, CCMP recorded 11 p-values and five p-values in
the fail zones, whereas CBC-HMAC recorded 12 p-values in
both fail zones. This represents improvement of ((12–11)/12)
*100%=8.33% and ((12–5)/12)*100%=58.33% of CCM
over CBC-HMAC. The average improvement of CCMP
over CBC-HMACwith respect to failed p-values is therefore
computed as follows: ((8.33%) + (58.33%))/2 = 33.33%. In
respect to p-values in the important ideal zone, CCMP
recorded 28 p-values, whereas CBC-HMAC recorded 47
p-values. The ideal advantage of CBC-HMAC over CCMP
is computed as follows: ((47–28)/47)*100%=40.42%. From
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec



Figure 5. CCMP p-value distribution.

Figure 6. CCMP 1� (p-value) distribution.
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these statistical results, this research concludes that
the CCMP is not a better PRF than CBC-HMAC, but
CBC-HMAC is a better PRF than the CCMP.
8. RESULTS AND DISCUSSION

Following Whiting et al. [1–3], it is understood that CCM/
CCMP is a two-cycle AE scheme, which is an amalgamation
of AES counter mode and CBC-MAC mode. Bellare et al.
[23], on the security of the CBC-MAC, proved that CBC-
MAC is secure when handling messages of fixed length.
Similarly, they proved that the mode has concrete security
bounds. They went as far as demonstrating that the mode
is as secure as the underlying AES block cipher. If AES
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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counter mode and CBC-MAC are proved to be indepen-
dently secure, it is easy to see that the outstanding security
issues discussed must be stemming from the CCM/CMMP.

The reason for these outstanding security issues lies in
the way AES counter mode and CBC-MAC were poorly
amalgamated. This research believes, as discussed by
Rogaway and Wagner [13] that the authors of CCM/
CCMP took two modes, which are reasonably indepen-
dently efficient and secure, had them poorly amalgamated
and then ratified without rigorous scrutiny. Even though
Jonsson [27] conducted a security analysis of the CCM/
CCMP, there is scepticism among some scholars that
somebody else did the security analysis besides its
inventors. The rule of thumb is that the onus is always on
the inventor/inventors to do the security proof.



Figure 7. CBC-HMAC p-value distribution.

Figure 8. CBC-HMAC 1� (p-value) distribution.

Table IX. Summary of CCMP and CBC-HMAC p-value performances.

CCMP CBC-HMAC Advantage

11 p-values> 0.95 in fail zone 12 p-values> 0.95 in fail zone CCMP
5 p-values< 0.05 in fail zone 12 p-values< 0.05 in fail zone 33.33%
28 p-values in ideal zone 47 p-values in ideal zone CBC-HMAC
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This research shows that CCM/CCMP showed defi-
ciency in the following key areas: (i) complexity of
parameterisation, (ii) poor efficiency and (iii) below satis-
factory security. The use of so many parameters with poor
notation such as the message length field, the variable
nonce, the user nonce, and the relationship between the
message length field and the variable nonce, and the
relationship between the variable nonce and the maximum
message to be encrypted made the mode unnecessarily
complex and expensive to implement in hardware.
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
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In matters of efficiency, the inability of CCM/CCMP to
perform random encryption and authentication and to pre-
process AD made the mode inefficient. The design decision
to use variable length field lambda and tie it inherently with
the maximum message that can be encrypted exposed the
mode to a hypothetical DoS attack that can be implemented
in real life through reverse engineering when l=1.

Statistical analysis of CCMP and CBC-HMAC was
conducted on the basis of null hypothesis that the CCMP
is a better PRF than the CBC-HMAC and alternative
hypothesis that CBC-HMAC is better PRF than the CCMP.
The result of this test is aimed to agree or disagree with the
research’s findings of Section 3 as part of a triangulation of
process. To conduct the statistical analysis, NIST and
DIEHARD statistical test tools were adequately analysed
and an informed decision was made to use DIEHARD
test tool based on simplicity, accuracy of results and its
ability to process big files without the need to use high
computing power.

A 17-Megabyte file, oracle.log, which was automatically
generated during the rebuilding of a research computer, was
used as the sample data. The file was separately encrypted by
CCMP and CBC-HMAC. The resulting ciphertexts, oracle.
ccmp and oracle.cbc-hmac were fed into the 18 DIEHARD
statistical tests to yield report.ccmp and report.cbc-hmac.
Each of these reports yielded 234 p-values.

The p-values yielded in the report.ccmp and report.cbc-
hmac were a measure of the random distribution of ‘0’s
and ‘1’s in oracle.log after it was encrypted by CCMP
and CBC-HMAC. Ideal distribution of the p-values is
around the 0.5 mark. Four graphs were plotted using the
two sets of 234 p-values. p-values above 0.95 and below
0.05 were deemed a fail. p-values between 0.4 and 0.6
are in the ideal region. In two graphs, CBC-HMAC
produced 47 p-values in the ideal zone against 28 p-values
produced by CCMP in two graphs. The null hypothesis
has failed, and the alternative hypothesis has passed.
CBC-HMAC is better PRF than CCMP. Consequently,
this statistical analysis has agreed with the critical analysis
in Sections 3.
9. CONCLUSION

This paper presented that whereas CCM is a generic compo-
sition with several open parameters, CCMP is a specific
variant of the CCM with tight parameters and perceived
better efficiency and security. A legitimate research question
is why bother designing two variants of the same security
scheme with one variant being supposedly secure and the
other not so secure. The problemwith both CCM and CCMP
is that they are still being used today in millions of mobile
devices, laptops and access points in corporate networks
around the world. Many vendors are still hesitant to abandon
the CCMP because of the investments already made in either
software or hardware implementations of the mode. This
research concludes that CCM/CCMP should be replaced
Security Comm. Networks (2013) © 2013 John Wiley & Sons, Ltd.
DOI: 10.1002/sec
by modes such as OCB and GCM, which have both been
currently implemented.
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